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SD-WAN 2.15 (Viptela / Versa) Collector Optional Configurations Guide

1 Introduction

This document describes the optional configurations to be set from your SevOne NMS appliance you are sending SD-WAN collector
data to. It also provides details on how to configure custom sites, verify if SD-WAN collector data is correctly appearing from SevOne
NMS, etc.
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2 Optional Configurations

2.1 Flow Device Mapping

The Device Mapping page enables you to map a SevOne device to a flow device.

By default, NMS automatically maps the SevOne device to the respective flow device if SevOne device IP and flow device IP match.

#SevOne | Repors  Bems  Applcatons  Dovices  Admimsuation Sovone -+ Logt + U A 7

s <« Devices
[Fcsv~ %8 PoF - P Detach -

Evarything

Other Fitter Options.

=Sev0ne | Repots

7254150.192

w2240

T

TOZ166.12.1
182.168.13.1

Users can also manually add a device mapping. Steps required to manually add a device mapping can be found in SevOne NMS
System Administration Guide > section Map Flow Devices. After device mapping is done, users can generate FlowFalcon report for
Device Group on the basis of Device mapping if the mapped device falls under a device group.

2.2 Object Mapping

The Object Mapping page enables you to map the indicators on the objects that plugins poll to a flow interface. This enables you to
display a FlowFalcon report of the flow data that is related to the poll data from an indicator that appears in an Instant Graph.

Users can generate FlowFalcon report for Object Group on the basis of Object mapping. As of SDWAN Viptela 2.8 release, the solution
will create Object mappings by default for the SD-WAN Tunnel and SD-WAN Interface Objects. For any other objects, users will have
to manually add the Object mappings. Steps required to manually add an object mapping can be found in SevOne NMS System
Administration Guide > section Map Flow Objects.

& Thedeviceinterface or tunnel object indicator should be mapped to the appropriate direction Incoming/Outgoing.

Mapping a device interface object

#SeyOne | Repots  fens  Applcetions  Devices  Adminsiration Sevome + Lot + U & 7

Mapping a tunnel object
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#SevOne | awors Events Applications. Devices Administration Sevone - logut  + U 4 P

After adding the object mapping, the user is now able to quick chain the performance metrics report to the FlowFalcon report for the
indicator. Follow the steps below to see the flows report for the mapped object and the indicator.

+ Navigate to Reports > Create Report. Select Performance Metrics.

+ Select appropriate Resources the same as the mapped object and the indicator.

+ Create the Performance Metrics report by clicking on Finish. A Performance Metrics report will be generated.
« Click on the Settingicon on the top-right corner of the report. Select Chain > Quick Chain.

Performance Metrics Report

New Report 12 Nov '19 6:09:20

12 Now 19 00:00:00 to 12 Kov '19 @6:37:07

«+ This will automatically create the chained FlowFalcon for the selected object and the indicator as shown in the image below.

Quick Chain Report
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New Report 12 Nov '18 6:09:2

12 Nov '19 86:00:80 to 12 Nov '19 86:37:87
20.00G
15.00G

10.00G

5.00G

172.17. unknow standar nip video  wbranch vhubl: vbranch 182.168 182168 ntp applegt UDP  AF41 1
0102 n a 2:0e0/0 QeDID  Z:gedro 1310 1110 c
>vhubi:
0e0/0
-17217 unknow  standar  nip default  vbranch vhubl: vbranch 0 192.188 192.188 nip scohelp  UDP 0 1
0102 0 d 2:ge0i0 geDlD  Z:geli0 1310 1110
>vhubi:
10e0/0
17217, Unknow Unknow 0 default  whubl:  vbranch vhubl: 1 192.188 192188 O 0 cMP 50 2
03 n n gell0  1:geli0 geOD- 110 1210
>vbranc
n1:geor
0
172.47. Unknow Unknow 0 default  vhubl: vbranch vhubl: 1 192.168 192168 0 0 ICMP  CS6 2
03 n n gell0  2:geli0 gelD- 110 1810
>vbranc
h2..ge0r

1.00

1.00

1.00

1.00

o 2

biz-
intemnet

biz-
intemnet

biz-
internet

biz-
internet

biz-
internet

biz-
intemet

biz-
internet

biz-
intenet

107 M

107 M

4284K

4284K

Indicator Last Average  Max__ Min _ Total Units
[ hubt::SevOne - geli0 - WAN interface-type: gel/0:findex::1 - tx_octets 3085 27.53M  26.57M 28.80M 24.99M  1.816 b
[ hubt:SevOne - ge0i0 - WAN interface-type: ge0/0: findex::1 - rx_oclets 3085 16.976  17.696 19.316 16.776 672.30G b
® FlowFalcon Report - Today -+ x
£ Graph Actions = | O Search Results = | Search Results ||| Change View: | SDWAN.Viptela:AugmentedFiow  ~ | Sof- 8-
12 Nov '19 08:08:060 to 12 Nov '19 06:44:57
06:44

i smavc

392.81
Mb

392.81

30.16
Mb

30.18
Mb

2.3 Configure Custom Sites

Execute the following steps to configure custom sites for the Viptela collector.

1. To access the SevOne NMS login page, navigate to the appropriate URL in your browser.
2. From the navigation bar, click on Devices menu and select Device Manager.

3. Select the device and click on %
the metadata attributes you want to associate with the device.
4. Scroll-down to SDWAN_GENERIC.

under the Actions column to display the Edit Metadata pop-up to manage the values for
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Edit Metadata for selfmon_device_viptela X
O\ Search - | Search |)( |
Personality Text
Platform Text
Reachability Text
Site-id Text
Status Text
StatusOrder Text
System-ip Text
Timezone Text
Uptime-date Text
Uuid Text
Validity Text
Version Text
Zone-id Text

= SDWAN_DEVICE_FAN_TRAYS
Fan-trays Text

= SDWAN_INFO
MSP Name Text
Tenant Name Text

=& SDWAN_GENERIC

Site Name Text

Save ‘ Cancel |

5. Place your cursor on the Site Name you want to provide a custom name to and click on E"b- icon.
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Edit Metadata for selfmon_device_viptela X

O, search - | Search

]
o
Text

Personality

Platform Text
Reachability Text
Site-id Text
Status Text
StatusOrder Text
System-ip Text
Timezone Text
Uptime-date Text
Uuid Text
Validity Text
Version Text
Zone-id Text

2 SDWAN_DEVICE_FAN_TRAYS
Fan-trays Text

& SDWAN_INFO
MSP Mame Text
Tenant Name Text

= SDWAN_GENERIC
Site Name Text 2 x

Save | Cancel |

6. Enter the Site Name in the text field available and click on the Update button. For example, viptelaSN.

(i) Site Namedoes not support the following characters

« forward-slash -/
« back-slash -\

« double-colon-:
+ double-quotes - "
+ less-than-<

+ greater-than->
+ pipe-|

. tab

« new-line
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Edit Metadata for selfmon_device_viptela X
D\ Search ~ | Search | X |
Reachability Text
Site-id Text
Status Text
StatusOrder Text
System-ip Text
Timezone Text
Uptime-date Text
Uuid Text
Validity Text
Version Text
Zone-id Text

= SDWAN_DEVICE_FAN_TRAYS
Fan-trays Text

& SDWAN_INFO
MSP Mame Text
Tenant Name Text

= SDWAN_GENERIC

Site Name Text viptelaSN

Update ||  Cancel |

Save | Cancel ‘

7. Click on Save button to save the custom Site Name.
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Edit Metadata for selfmon_device_viptela X
O\ Search ~ | Search X
Personality Text
Platform Text
Reachability Text
Site-id Text
Status Text
StatusCrder Text
System-ip Text
Timezone Text
Uptime-date Text
Uuid Text
Validity Text
Wersion Text
Zone-id Text

(2 SDWAN_DEVICE_FAN_TRAYS
Fan-trays Text

=2 SDWAN_INFO
MSP Name Text

Tenant Name Text

= SDWAN_GENERIC
" Site Name Text " viptelaSN S\ x

Save Cancel

@ If there is no site name available for the device from the device metadata, the collector will show None::Tenant
Name under the Device Description column for that device. This is applicable only when the custom site grouping
feature is enabled for the collector.

& Sincethe cronjobs run every 1 hour, it can take at most 1 hour for the update to take effect.

Stop Collecting Data from Tenant

Execute the following steps.

1. Tostop collecting data for a particular tenant, execute the following command.

$ helm uninstall <helm_deployment_name>

where, <helm_deployment_name> is the name of the helm deployment related to a particular tenant you want to stop
collecting data for.
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2. After stopping the collection of data for the tenant, manually cleanup to remove the tenant specific data from the NMS. To
purge the flows data, from the navigation bar, go to Administration, select Flow Configuration, and then select Flow Interface
Manager. Select the devices from the list specific to the tenant, click on the wrench icon, and Purge Device Flows.

=SevOne | Reports Events Applications Devices Administration
Flow Interface Manager

Sevone * logout + U A ?
[@~]| v lowFiows | © DenyFlows | 1§ DeeteDevicoRues | [5)C5V | [3) St - | Dispy: [A Sources ~]| Q search - [Search x
ay— " s oo bt i e R
© o 192168111 08persec B [ ‘SevOne Applance 5
 Fiows

162168121 086 persec B ] 100 SevOne Applance <8
1 Dette Devioe Rules

192168131 074 per/sec 5 ] 100% Sevone Appliance {8
X Purge Devics riows

To finally delete the data, select the devices specific to the tenant from the list on the Flow Interface Manager, click on
the Delete Device Rules button.

=SevOne | Reports Events Applications Devices Administration

Flow Interface Manager

@~ | v AlowFlows | © DenyFiows | i Deite Devie Ruies
I | Devee s

Sevome  logout 4+ U @ ?

[Gicsv | [3)stats ~

Display: |All Sources ~ || © search + [Search

x

/ Uninown 1019732185 Oper/sec . ] 100 Sevone Appiance <
v/ Unioown 8115103154 Oper/sec 2 ] 100% Sevone Applance g
v/ Unioown 7254189 192 Oper/sec 3 ] 100% SevOne Applance g
v Unkoown 265.255.265.255 Operisec 3 ] 00% Sevone Appliance a8

4. To delete the tenant device group, from the navigation bar, go to Devices, select Grouping, and then select Device Groups.
Hover over the tenant device group and click on the L] icon. Click on OK to confirm.

#SevOne | Repors Events Applications Devices Administration

Device Groups

SevOne * Logout + ) M ?
4 Add Device Group |[Search x - | (B AdaRule |+ Apply Rues
N O L L U S U S L
P T g
- oo a1y sevone
i
(@ Unassifed
P
G, e
(8 Austin Branch1(101) | s PinDevices & Q_ search + [Search x
Bomsecinn I R L R o R - R
(G sanfranHubi100) 73 SanF 1721701
173 w2170101
@ 2170102
@ vhubiisevone SanFran-Hub(100): SevOne: 121703
73 a SanF 17217010
173 Sanr w2mon
Page [1_ | o1 ] Displaying Devices 1-6 of 6

5. To delete the tenant object groups, from the navigation bar, go to Devices, select Grouping, and then select Object Groups.
Hover over the tenant object group and click on i} icon. Click on OK to confirm.

10
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£=SevOne Reports. Events Applications Devices Administration

Object Groups

Object Groups.

Obiject Group Membership Rules for Austin-Branch1(101)
x 5+ | (B Adarue | ¥ Aopy Rues
> CycPu AusinSrancn1(101)
> 3 triace
> 1P StAPrane

4 Add - |[Search
NA ~2b101)." any

(8 AustnBranch1(101)
() Boston Brancn2(102)
(8 SanFranHub(100)
(3 Topoboay
43 VIPTELA:SDWAN
() sevonecinteace:LAN

[ ——— Membership for Austin Branchi(i01)

- | g PinObjects | O Search + [Search
| [ Pin | Device Name:
@  vbranchi:Sevone
@ voranchi:Sevone
@ voranch:Sevone
@  voranchi:Sevone

Object Name.

.
R T L R

sdwan:mpls

ste”:“Austn Branch. . xStats

Vbranchlge0r2 vbra... (s’ xSt

Vbranchl:ge0N0-vbra... (st “ust xstas sdwan:bizinternet

Vbranch1:ge0i0-vhu. .. (site" "AustinBranch...  xStats sdwan:biz-nternet

Al Object Types

any

SevOne * Logot + O A ?

oo e o I L S L

4 Objects

6. To delete the devices for this tenant, from the navigation bar, go to Devices and then select Device Manager. Select the

devices for this tenant and click on Delete Selected. Then click on OK to confirm.

Reports Events Applications Devices. Administration SevOne + Logot + U @& ?
Device Manager
Fiters. | Devices
Group -|®

[3lmportcsv ¥ WaapText | Q Searon. + [Searcn x

Everytning Ml & ame Device P Objects
] Only show devices that are in all groups you select
1 vbond1:Sevore 721701 2
Technology + |V vhrancht:Sevone 2170101 %
Other Filter Options + [ e L =
V| vhubt:Sevone. 21703 %
Apply Fter ClearFiter | |[] vmanagezSevOne 17217010 4+
V1 vamart: Sevone 217011 4

Poller

‘Sevone Applance
Sevone Applance
‘SevOne Applance
SevOne Applance.
SevOne Applance.
‘Sevone Applance

Poling Frequency.

[lcsv~ 8 PoF + [ Detacn

2.5 Tenant Name Location in vManage

Execute the steps below to obtain the tenant name from vManage.

11
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1. CHCkE > Settings to open the settings page of your

Cisco vManage

vManage.

23 DASHBOARD | MAIN DASHBOARD

© Waming
1 3 @ 1 (5 1 Reboot ¢ A i
vSmart -1 WAN Edge - 3 vBond -1 vManage - 1 Last 24ihrs
Control Status (Total 3) Site Health (Total 3) Transport Interface Distribution
Control Up Full WAN Connectivity 3 sites <10 Mbps
10 Mbps - 100 Mbps
LR Partial WAN Connectivity 0 sites 100 Mbps - 500 Mbps
Settings o >500 Mbps
©  No WAN Connectivity 0 sites
View Percent Utilization
'WAN Edge Health (Total 3) Transport Health Type: Byloss &
3 100 %
3 3 0 0
s0%
3
0
Normal Warning Error 0%
Top Applications = Application-Aware Routing Type: ByLoss
95.37 MB
g eseks A2 vbranehlbiz tvbranch2bizintemet 0 0001 0
3 9778
= 1008 A7 vbranchlbizintemetvhub1 biz-ntemet ] 0.001 0
o8
» vbraneh’ 0 000 0
& &
A7 branch 0 0001 ]

Application

o oo o

2. The name next to field Organization Name is your tenant name. In the example below, the tenant name is SevOne.

Example

Cisco vManage

= ADMINISTRATION | SETTINGS

Organization Name
vBond

Alarm Notifications

Web Server Certificate

Banner

Reverse Proxy
Statistics Setting

Cloud onRamp for SaaS

Manage Encrypted Password

SevOne View

10.10.1.1 : 12346 View

Enabled View

Hardware WAN Edge Certificate Authorization Onbox View
Controller Certificate Authorization Cisco View
WAN Edge Cloud Certificate Authorization Automated View
21 Apr 2025 4:02:25 PM Certificate

Enterprise Feature Certificate Authorization View
Enforce Software Version (ZTP) View
Disabled View

Disabled View

View

Disabled View

Disabled View

85 Disabled Vipw

12
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2.6 Add Location Names to Device Templates

The SevOne collector utilizes the Viptela API to retrieve device information that it uses to populate SevOne NMS, as well as generate
Device and Object Groups for each tenant. By default, Viptela starts the assignment of edge devices with the number 100, and
increments them for additional sites. Viewing an internal Viptela number as the device name is not very intuitive. To improve upon
this, Viptela has a Location (system_location) field in the Device template that the customer must populate with a more user-friendly
name. The following screenshots show how to review the template settings for a device within the Cisco vManage interface. Please

follow steps 0 to ° below.

Cisco vManage & =] A (]
25 DASHBOARD | MAIN DASHBOARD
@ Warning 0
S ... @ . @ 19 Rt 0 Rowws o
Configuration WAN Edge - 3 vBond -1 vManage - 1
Devices Site Health (Total 3) Transport Interface Distribution
SL Prc Full WAN Connectivity 3 sites <10 Mbps 6
10 Mbps - 100 Mbps 0
Partial WAN Connectivity 0 sites 100 Mbps - 500 Mbps 0
o > 500 Mbps 0
@ No WAN Connectivity 0 sites
Templates View Percent Utilization
WAN Edge Health (Total 3) Transport Health Type: Byloss & =
3 100 %
3 3 0 0
50%
3
0 Normal Warning Error
= u Application-Aware Routing Type: ByLoss & I
~ vbranch1:biz-internet-vbranch2:biz-internet 0 0.001 o
A2 vbranchl:bizinternet-vhul biz-internet 0 0.001 0
o A7 vbranch1:mpls-vbranchZ:mpls 0 0.001 ]
& E
Aplication A7 ybranch1:mpls-vhub1:mpls 0 0.001 ]

Cisco vManage . (2] admin v

[T %X CONFIGURATION | DEVICES

=

WAN Edge List Controllers
0 —
. ®0e
\\ O\ Search Options v Total Rows: 3
= vEdge Cloud 91eff1af-90d1-4ea3-8226-70b47d544914 BID42273BE019EEF vbranch2 172.17.0.102 102 vManage vedge In Sync ..0
= vEdge Cloud c5c608a4-58ab-4453-a20e-3d579f2420... BID42273BE019EEC vhub1 172.17.0.3 100 vManage vedge Running Configuration

vEdge Cloud bc92c893-23f7-42d8-b7e1-f8968a0f2473 B9D42273BE019EED vbranch1 172.17.0.101 101 vManage vedge Local Configuration

o Delete WAN Edge

Copy Configuration
Decommission WAN Edge

° Change Device V@lues
Template Log &9
Device Bring Up

13
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Cisco vManage . o admin v

Tl £X CONFIGURATION | TEMPLATES

(=) Device Template |  vedge
aQ Q Search Options v Total Rows: 1
| is Numl mi y ) ‘ '
)
= @ 9eff1af-90d1-4ea3-8226-70b47d544914 172.17.0.102  vbranch2 ge0/1 192.168.13.1/24 172.24.132.1 eth0 ..e
= o Edit Device Template
o {p

m Cancel

Update Device Template X

Variable List (Hover over each field for more information) .
IPv4 Address(vpn_if_ipv4_address) 10.10.1.102/24
Color(vpn_if_tunnel_color_value1) biz-internet B
Interface Name(int_tunnel2) ge0/2
IPv4 Address(vpn_if_ipv4_address) 10.10.2.102/24
Color(vpn_if_tunnel_color_value2) mpls B
Address(0.0.0.0/0) 172.24.1321
Interface Name(int_notunnel) eth0
IPv4 Address 172.24.132.45/24
Interface Name(int_notunnel) ge0/1
IPv4 Address 192.168.13.1/24
Address(vpn0_ge00_default_gateway) 10.10.1.254
Address(vpn0_ge02_default_gateway) 10.10.2.1
Location(system_location) o Boston-Branch2
Latitude(system_latitude) 42.360181
Longitude(system_longitude) -71.050798
NAT
Cancel

14
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3 Verify Data Appears in SevOne NMS

3.1 for Viptela

Once the collector has been running for 15 to 20 minutes, data should appear in SevOne NMS. Perform the following steps to verify

this.

« Loginto SevOne NMS.
« From the navigation bar, go to Administration, select Object Types from Monitoring Configuration. Filter to xStats.

=SevOne

Object Types

Reports

Events Applications Devices Administration SevOne - Logout

+ O A ?

Objects Types

Fier: | xstats

= jm All Object Types
Jm sdwan-aggregation
Jm sdwan: device-health
Jm sdwan: device-interface
= sdwan:tunnel
D sdwan::data
m sdwan:inett
i sdwan:inet2
o sdwan:ite
T sdwan:mpls1
i sdwan:mpls2
i sdwan::overlay
T sdwan::voice

Indicator Types

v|| 4 Add |[search |x -

=)
=)
[ B
[ B
=)

BEEEAAE

+ From the navigation bar, go to Devices, select Grouping, and then select Device Groups.

=#SevOne | Repots

Device Groups

Events Applications Devices. Administration

Sevone * Logout + ) A& ?

Device Groups.

+ Add Device Group | [Search

4 (8 Al Device Groups
@wr
(@ Locaton
(@ anutacurer
(@ Operaing Sysiem
(@ Specia
(@ Topology
@ype
(@ Unciasifed
+(@VPTELA:SDWAN
(@ Sevone
(@ Austn.ranchi(101)
(@ Boston Brancn2(102)
(@ SanFran-Hub(100)

Membership Rules for SevOne

x]|[ @ - | @ adarue
o

9 Sevone

« Apply Rules

o

Austin Branch1\(101): SevOne
Boston Branch2\(102):SevOne
‘SanFran Hub\(100):Sevne

@ VIPTELA:SDWAN

embershio
Q searn+ [Seare
Devios Descrtion

~ | & PinDevices &

8
n L L R U R L

(@  voonax:sevore SarFranHub(I00):Sevone 172701
@ 12170101
(@ voranchz:Sevone BostonBranch(102):SevOne  172.17.0.102
@  vnubi:sevone SarFranHub(I00):Sevone 1721703
@ S 17217010
@  veman:sevone SarFranHub(100):Sevone 1727011

Page (1| of

1 2

Displaying Devices 16016

+ From the navigation bar, go to Devices, select Grouping, and then select Object Groups.

15
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£SevOne

Reports

Object Groups

Evenis

Applications Devices Adminitration

SevOne * Logot + O A ?

43 SevOne:tunnel
(8 Austin Branch1(101)
(8 Boston Branch2(102)
(8 SanFran Hub(100)

(3 Topoloay

[ +E3VPTELA:SDWAN

(8 Sevonecinerace:LaN

(8 Sevonecinerace: WAN

Membership for SevOne:interface::LAN
~ | & PinObjects | O, Search + [Search
(@  verencht:Sevone

O (@ wroncnz:sevone
@ shuot:Sevone

ge0rt
geot
et

I e e . S -

LAN inteface-ype:ge.
LAN inferface-ype:ge.
LAN interface-type-ge.

Obiect Groups. Object Group Membership Ruies for Austin-Branch1(101)
+ Add - |[Search x &+ | (® AddRue | ¥ Apply Rules
e o — L — e — — . — . —
EE ] AustinBranch(101) Everyring A 201010 Any Al Obiect Types
> () Intertace
[ » Q3P StAProbe
423 Sevone:umnel
(8 AustnBranch1(101)
[ (3 ostonranchz102)
(8 SanFranHub(100)
0] 2 Topology
[] 43 VIPTELA:SDWAN
() sevonecinteace:LAN
0] (3 sevonecinterace:wAN Membership for Austin-Branch1{101)
5 - | & Pin Objects | O, Search - Search
I S R S R U B
[] (& voranchl:SevOne voranchl:geO2vhy.. (sie': AusinBranch sawan:mpls
] (@ voranchi:iSevone  vbranchiipedzowbra.. ['ste” “AustinBranch. xStais sdwan:mpis
] (@ oranchlSevone  vbranchiigedOvbra... ['se” AustinBranch... xStais sdwan: iz temet
[) (@ oamchissevome  voranchligedDovhu.. (e’ ‘AusinSanch.. xSiais sdwan:biz temet
4 Opjects
=SevOne Reports. Events. Applications Devices. Administration Sevone - Logout + U A& ?
Object Groups
Obiect Groups. AN
+ Add~ |[Search x - | (B AddRuie | ¥ Apply Rukes
o T L o e s o
EE Sevone Everying NA LA intertace xstats scwan: devie.ineface Any
> ) itertace.
[ > 3P StAProbe

xstats dwan:device inteface.

xstats sdwan:device-interace

xsats sowan:devie-interace

3 Objects

+ From the navigation bar, go to Administration and select Metadata Schema. Click on Add Namespace to check metadata

creation.

16
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=SevOne | Repons Events Applications Devices Administration Sevone * Logot + ) M ?

Metadata Schema

& Add Atribute - Add Namespace S Auply Fite O, Search ~ X

3 Sevone

Namespace Editor x

+ Add

SDWAN_ALARM_TYPES
SDWAN_COLLECTOR_INFO
SOWAN_DEVICES
SDWAN_DEVICE_FAN TRAYS
SDWAN INFO

SOwAN_SITE
SOWAN_TENANT
SOWAN_TIMING
SDWAN_TUNNEL.

Close

. |fenable_flow_view_creation and flow_enabled are set to true, then the user will be able to see the
created SDWAN:Viptela:AugmentedFlow view. To see the created view, from the navigation bar go to Administration,
select Flow Configuration, and then select FlowFalcon View Editor.

£#SevOne | Reports Events Applications Devices Administration Sevone * Logot + ) A ?

FlowFalcon View Editor

FlowFaicon Views | Devices & Tempiates |
py W MarkDetaut |[Searcn | View Properties
View Name: SOWAN Viptela:AugmentedFiow
‘SOWAN:AvgmentecFion samapping Yes
'SDWAN:Nuage:AugmentedFiow ‘sla-mapping  Yes EEE sla-mapping —
SOWAN-VersaAugmentedFion  siamapping Ve Gategory Name: siamapping
o Ammeriearon__samaeon_ver Detaut sort © Desconding J—
Top Aemlcations Banawd.Pac . Proocal - Yes
¥ (100110 agorega inuse)
Top Appicatons (B dectonal)  Protool
nable v
Top Applications (Total Delay. App...  Applicatio. L
Top Appicatons wih Next Hop an..._ QoS Rep Flow Fieids
Top Applcatons wih Potocol  Protcol ... Yes
Top Applications with ToS QoS Rep. Device Filter Al evices. b
Top Cent Applicatons Proocol
Top Clent Applcaone winToS QoS Rep - e s  3Devces © 6Devies
Top Clents (ToalDeley, Appicat.. 1P Reparts
Top Chents with Apications Apicato Available Fields Fietds In View
Top lierts it et Applcations _ Applcat E B x|
o Clnts it Nt Hop i Repore [roos - | eneprie10) Feiaip | reidame e (0) 10| rea ame hoeoaion e
Top Conversatons (Bandwid, P... 1P Reports 9 Reserved 0 320 Absolte Emor - ? o B
Top Conversatons (Tl Delay. A... 1P Reports ? Sevone Inc (27207) 45040 Actve Direcory User ? ot
Top Conversations and Direcion 1P Reporis  Yes 9 Reserved (0) 285 Anonymizaton Flags ® =
» N =
Top Conversations with Application  Applicatio. ?® Reserved (0) 286 Anonymizaton Technique el ) e —
Top Conversaions it Applicatio.. Appicato Jl? -
? Reserved (0) 572 Appicaton Category 9 (5D R
Top Conversatons with Appicato. CoS Reg ~
» opi . 9 Reserved (0) 94 Applcation Descrption » e 4332 WanPath Destination
Top Conversatons win Appicato_ QoS Rep... Yes v =
? Sevone Inc (27207) 45004 Appication Diecton “le P =
P Reparts o v
Reserved (0) 574 Appicaton Group 9 45008 Flow Diection-1
o Repors 9 5008 Fow Dt
s ? iscosystems 9) 12235 Applcaton HTTP Host ? 350 Soee Tanepor Toe
o Destnnton 5 - ? iscosystems 9) 5357 Appicaton HTTP URI Statsics 9 151 Dot Tt Ty
Top Destination Mask Network @ Sevone Inc (27207) 45011 Application ID ? SevOne Inc (272. 432 VPNID 2
Top Fiows Aopicato ? Sevone inc 27207) &I =T o T frst metic type fie nthe st th primary sot column i he FlowFicon eport.
Top Fows and Diccion Appicato s B
Al aggregated data for his FlowFaicon view wil be deleted f you save edits.
Top Fows with Next Hop Appicato
Top Fows wih Next Hop and ... Applcatio soe - | Reset Deiete
Top Flows wih NextHop and ToS QoS Rep

Some flow view fields may not be added in the SDWAN:Viptela:AugmentedFlow view. Please verify the addition of above
highlighted flow view fields in the Fields in View section. Add the missing fields from the Available Fields section.

3.2 forVersa

3.2.1 Versa Analytics Log Exporter

Versa Analytics sends metric data, alarms and flows in the form of SysLogs to client machines. This can be enabled on Versa Analytics
by configuration of Log Exporter. The Log Exporter (SysLog) configuration must be done in Versa Analytics by Versa Support Team.
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Please ensure that SysLog data is in kvp format.

Versa Analytics Log Exporter must send these logs in UDP format to port 50001 on the machine where the Datastream Consumer is
deployed (NMSyVirtual Machine). Following logs send the metric data and alarms.

« alarm-log (for alarm data)

«+ event-log (for event data)

« site-status-log (for alarm data)

+ system-load-log (for device health objects)
« mon-log (for tunnel objects)

+ slam-log (for tunnel objects)

+ cos-log (for queue objects)

In order to configure the flows for Versa, the Versa Analytics Log Exporter must send these logs in UDP format to the Flow Augmentor
machine on port 9992. flow-log sends the flow data.

3.2.2 Versa Installer Verification
1. Loginto SevOne NMS.

2. From the navigation bar, go to Administration > Metadata schema.

+ Add Attibute 4 Add Namespace 1 Delete Selected % Apply Fiter =3 Clear Fiter | O Search » [[Search
T . L |
=zl SDWAN_SITE
Device Group Text Address
Device Group Text Description
Device Group Integer D
Device Group Text IsHeadquaters
Device Group Text Latitude
Device Group Text Longitude
Device Group Text Name
Device Group Text Type

'J SDWAN_DEVICES

Device Text Latitude

Device Text Longitude

Device Text Max-controllers

Device Text Name

Device Text OmpPeers

Device Text Personality

Device Text Platform

Device Text Reachability

Device Text Site-id

Device Text Status

Device Text StatusOrder

Device Text System-ip .
M 4 |Page |5 | of6| b M| Displaying 101 - 125 of 134

3.2.3 Object Creation Verification

Please make sure that the Versa Analytics is configured to send the data to the Collector. Otherwise, SevOne NMS will not
show the tunnel/device health/queue objects. Please refer to Versa Analytics Log Exporter section above for more details.

Once the collector has been running for 15 to 20 minutes, data should appear in SevOne NMS. Perform the following steps to verify
that data appears from SevOne NMS.

1. Loginto SevOne NMS.

18



SD-WAN 2.15 (Viptela / Versa) Collector Optional Configurations Guide

2. From the navigation bar, go to Administration > Monitoring Configuration > Object Types. Select xstats in the Filter field. You
may check to ensure that object types are created/installed on the NMS appliance.

Object Types

Objects Types Indicator Types
Filter: | XStats [~ ]| + aca [[Search [x] |~ | + Add Atomic Indicator Type 4 Add Synthetic Indicator Type | O, Search + | Search [x]
Object Types Enabled Actions | |l | Synthetic| Default Allowed | Mame Measured As Description Source v Enabled Actions
= [im Al Object Types = 1 4 destination_interface_speed Number destination_intertace_spesd Local 2
i sdwan aggregation 0 \ d jtter Milliseconds jtter Local
o scvan:device health m| i d latency Milliszconds latency Local
T scwan: device-interface
ey 0 \ d loss Number loss Local
e S 4 loss_percentage Percent loss_percentage Local
g scwan:isp-L 0 \ d n_octets Number n_octets Local
98 sdwan::mpls = i d _pkis Number ne_pktS Local
0 \ d n_utilization Percent ne_utilization Local
= 4 source_interface_speed Number source_interface_speed Local
0 \ d total_utilization Percent total_utilization Local
= 4 tx_octets Number _octets Local
0 \ d te_pkis Number be_phts Local
= i d t_utilization Percent _uillization Local M |
Device Types
7 Associate X Unassociate | O, Search + [Search [x]

3. From the navigation bar, go to Devices and select Device Manager.
You will see the devices installed.

Device Manager

Fiters Devices
Groun ~|@®- @navewce 5 e seeces [Fmponcsy P wiapext | Q Searn. - [searen x| [lcsv + 5§ PoF - 2 Detacn -
Everything -] Poling Frequency
(] only show devices that are in all groups you select.
] Contlerssevons 214242 19 Seuone Appiance 00
Technology + |01 Losangetes:sevone 10260103 16 Seuone Appiance )
otner Fiter Optons + |01 Newvorcsevone T0268102 2 SevoneApplance 20
o 10268101 2 SevoneAppience )
T MR

Please wait until all devices are discovered.

4. From the navigation bar, go to Devices and select Object Manager. From Filter Options popup, for field Device Group, choose
name ending with SDWAN (MSP Device group) under All Device Groups Device Group; set Plugin to xStats to see the objects
and click on Apply.

Object Manager

- || Phechoted) 3 o e | Q, Seac - B I

Controller:Sevone xstats Controller:vni0f1 0->Los-Angeles:wni-00.0 (it Controller->Los-Angeles”"device™..  sdWan-tunnel/sdwan:intemet 24 Jun°19.5:16:08

Controller:Sevone xstats 1.05L o ¢ >Los-Angeles' 24 un"19.5:16:08

Controlier:Sevone xstats 1 s ¢ "gevice""Con. 24 un"19.5:16:08

Controller:Sevone xstats Controller:vi0/1 0->NewYork:vnk0i10  [site™ NewYork” “device"“Con. 24 Jun°19.5:16:08

Controlier:Sevone xstats 1 IS 5 24 un"19.5:16:08

Controller:Sevone xstats " "o s 5 24 un"19.5:16:08
Controller:Sevone xtats device-health Device heaith summary sdwan:device-health 24 un*19.5:16:08

Controller:Sevone xstats 020 24 un"19.5:16:08

Controlier:Sevone xstats 030 24 un"19.5:16:08

Controller:SevOne xtats 0180 4 dwan: device-intera 24 un*19 5:16:08

Controlier:Sevone xstats 050 24 un"19.5:16:08

Controller:Sevone xstats 0120520 24 un"19.5:16:08

Controller:Sevone xtats 020830 dwan:device-intera 24 un*19.5:16:08

Controller:Sevone xstats w000 24 un"19.5:16:08

Controlier:Sevone xstats o0 1 24 un"19.5:16:08

Controller:SevOne xStats Wni0.0:AF dwan: device-infefa 24 Jun*195:16:08

Controlier:Sevone xstats Wni011.0:8e Interface Queue Object Sdwan: deviceinterface-queue 24 un"19.5:16:08

Controller:Sevone xstats Wn0.0:E1 24 un"19.5:16:08

Controller:SevOne Stats Wni0.0:Ne: Interface Queue Object sdwan: device nterface-queue 24 Jun*195:16:08

Los-Angeles:Sevone xstats Gevice-nealth 24 un"19.5:16:05

Los-Angeles:Sevone xstats 0180 24un°19.5:16:05

DDDDDDDDDDDDDDDDDDDDDDD

Los-Angeles:SevOne Stats 050 dwan: devics-inferfa 24 Jun*195:16:05

The devices and objects are created in SevOne NMS.
Some of the objects might be created after Data Verification.
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3.2.4 Data Verification

& Please make sure that the Versa Analytics is configured to send the data to the Collector. Otherwise, the SevOne NMS will
not show the data for tunnel/device health/queue objects as well as alarms. Please refer to Versa Analytics Log Exporter
section above for more details.

1. From the Object column, click an object. For example, NewYork::vni-0/0.0->Los-Angeles::vni-0/0.0 to get the Object
Summary.

l]_@_ Object Summary

24 Hour Report v Display Baselines |¢
NewYork::SevOne » xStats
NewYork::vni-0/0.0->Los-Angeles::vni-0/0.0 ({"site”:"NewYork->Los-Angeles”, "device"”:"NewYork->Los-Angeles"})

[ Fisseen [RTTRCTRINS
24 50 19051605

destination_interface_speed jitter
B T
1 200
150
1.00
0.50 | |
05:26 08:52 12:18 16:43 19:08 2235 02:00 05:26 .C-SZG 08:52 1218 165:43 19:09 2235 02:00 05:26
.deshnatmn_mlerﬁme 3005 - - - - n/a b .thter 300s 0.08 8.81 2.80 8.08 4.08 ms
speed .
T i Baseine 3005 0.80 B.00 0.05 8.0 0.15  ms
i Baseling 300s - - - - nfa b
latency loss

ms Number

0526 0852 1218 1543 1900 2235 0200 0526 0526 0852 1218 1543  19:09 2235 0200 0526

Indicator Freq Last Average Max _ Min  Total Units Indicator Freqg Last Average Max Min Total Units
W iztency 308s 4.00 4.0 8.08 4.0 1.1k ms | 2 3p0s 6.00  6.00 .00 .60 0.00 Number

----- Baseline 3885 4.9 4.12 4.94 4.88 399.45 ms Il Baselne 3005 0.00 0.00 ©.00 ©.80 ©.80 Number

& Thisindicates that the objects are now collecting data.

From the navigation bar, go to Reports and select Create Reports to create reports.Sources subtab, choose Performance
Metrics.Resources subtab, set the following fields. For example,
+ Type drop-down, choose Indicator
+ Device Group drop-down, choose Everything > All Device Groups > VERSA:SDWAN > SevOne > choose NewYork
+ Device drop-down, NewYork::SevOne
+ Object drop-down, under xStats, choose NewYork::vni-0/0.0->Los-Angeles::vni-0/0.0

& VERSA:ISDWAN, SevOne, NewYork above is an example where,- MSP Name = VERSA
- Tenant Name = SevOne
- Site Name = NewYork
The following shown above are also examples:- NewYork::SevOne
- NewYork::vni-0/0.0->Los-Angeles::vni-0/0.0
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« Indicator drop-down, choose jitter, latency, loss, loss_percentage, etc. for example.

H Performance Metrics 7 X

@ Resources Search [x]

[{ Sources

ﬁ Resources Resource Selection

@ Time Type: | Indicator =]
&€ Settings Device Group: | sevone -]
gl Visualizations S [ Newvork: Sevone [~]
 Summary Object: | NewYorkwni-oi... x| |"

Indicator: jitter @”Iahamy @ loss @Hluss_pamrﬂage ﬁl |v ‘

Current Resources

X Remove Selected X Remove All

Device Object Indicator
NewYork::SevOne NewYork::vni-0/0.0->Los-Angeles:vni-0/0.0 jitter
NewYork::SevOne NewYork::vni-0/0.0->Los-Angeles::vni-0/0.0 latency
NewYork::SevOne Nework::vni-0/0.0->Los-Angeles:vni-0/0.0 loss
NewYork::SevOne MNework::vni-0/0.0->Los-Angeles:wvni-0/0.0 loss_percentage

‘ Cancel | Reset | Previous “ Mext H Finish ‘

« Click on Next > Next > Next > Next > Finish

[34] performance Metrics Report - Today -+ x
£ Graph Actions - Zoff~ &
24 Jun '19 00:00:08 to 24 Jun '19 05:32:56

(mult)

4.00

3.00

2.00

1.00

000 T T T T T g T T
00:00 o047 01:35 0222 0310 03:57 04:45 05:32

Last Average Max  Min Total

[ HewYork :SevOne - NewYork::vri-0/0.0->Los-Angeles:-vni-0/0.0 - ("site™"NewYork->Los-Angeles™, "device" “New York->Los-Angeles) - jitter 300s 0.68  ©.80 0.08 0.00  0.00 s

[l HiewYork::SevOne - NewYork::vni-0/0.0->Los-Angeles::vni-0/0.0 - {"site™"NewYork->Los-Angeles™, device™"NewYork->Los-Angeles™} - latency 3005 4.08  4.80 4.00 4.0 248.08 ms
NewYork::SevOne - NewYork::vni-0/0.0->Los-Angeles:vni-0/0.0 - ("sits™"NewYork->Los-Angeles™,"device" “NewYork->Los-Angeles’} - loss 300s 0.0 0.00 0.08 0.80 .00 Number
HewYork :SevOne - NewYork::vni-0/0.0->Los-Angeles:vni-0/0.0 - {"site™"NewYork->Los-Angeles™,"device" “NewYork->Los-Angeles} - loss_percentage 3005 0.08  0.B0 0.08 0.80  n/a %

() Dataisnow collected and gets plotted.

;

3. From SevOne NMS navigation bar, go to Events and select Alerts to run the collector as a Datastream Consumer. If the Versa
analytics is sending any alarms/events/site status, the data will be displayed here.

)

Alerts Displaying 16 o 16 alets

Grauing Trespan (AT ] o 31 Dec 63 190001028 un 19 53602
BEICT == =]

8 ConolerzSevne Zun1o 1045 24 me1o0sRaST
o) 22 Seatte:Serone 204n19053334 24419053355
Cs New¥ork:SevOne 20010053054 2610053383
(=[P e VT
Ol g Goniroller:SevGne Z4n19173349  24un 19053349
o) 22 NewYork:SevOne BAn9173342 20 n"19053%.42
O ot [ e E——
o) 22 Goniroller:SevGne 21917 244un19053337
] Sesttie:Sevone 264n1905335%  234un'10 173358
B 22 NewYork:SevOne Um0 17343 234un"19 173347
Nl e Los Angslez:SevOna 2010053080 23.un’10 173344
o) 22 NewYork:SevOne ZBan9 173 234un"19 173330
o m pr— a0tz 17 A 0011240
Ol m - Mmoo 24n90koran
Oom pr— Hherteimots  2eumtoosorn
om (Unknown) 1 Apr'19 18:02:15 1 Apr 19 18:02:15

& Thisindicates that the Versa alerts are saved in SevOne NMS.
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If the Flow Augmentor has been installed, you can verify the configurations using the following steps.

() Thisinstallation scriptinstalls all the Flow Augmentor components on the same machine.

+ The Flow Falcon flow view will be created after running the above command. Verify successful creation of FlowFalcon view.
Using a browser, enter the IP address of the NMS. Go to Administration > Flow Configuration > FlowFalcon View Editor. You

should be able to find a view called SDWAN:Versa:Auimented Flow.
FlowFalcon View Editor

FlowFalcon Views | Devices & Templates

4 Add (3 Copy P MarkDefautt || Search x View Properties
SOWANNers.. semapeing  Yes = — — =
SOWANAVIpL. slrmapping  Yes =
Top Appilcatl. Protocel Re...  Yes = Cotegary Hame: sie-mapping
Top Applicati... Protocol Re. E: Default Sort: * Descending Ascending
Top Apphcat... Appiication =) Aggregated Data: ¥l (10 of 10 aggregated views in use)
Top Appiical. QoS Reperts = e =
Top Applicati... Protocol Re. Yes E:
Top Applcatl . QoS Reports = Flow Finlds
Top A el e & Device Filter: All Devices -
Top Client A QoS Reports g:
Top Clents (.. 1P Reparts =
Top Clents .. Application B Flags: Keys and Metrics > it S 2D,
Top Clients ... Application g:
Top Clients. 1P Reports g: Available Fields Fields In View
Top Convers_. 1P Reports [~ W Search X Search x
Top Convers... 1P Reparts = | dD | f dID | Field
Top Convers. 1P Reports Yes g: ? Reserved (0) 320 Absolute Error b SevOne Inc (27207) 4328 Source Device IP
T, [ = ? Sevone inc (27207) 45040 Actve Directory User ) SevOne Inc (27207) 4330 Applcation Name
Top Convers...  Application = [} Reserved (0) 285 Anoaymization Flags 9 SevOne Inc (27207) a331 Applcation Family
Top Canvers... QoS Reports B ? Reserved (0) 286 Anonymization Technique: Ple SevOne Inc (27207) 45000 Application Port =
Top Convers.. QoS Reports  Yes = ? Reserved (0) 372 Application Category dle SevOne Inc (27207) 4322 SLA Qlass 2
Top Convers... 1P Reperts [~ B ? Reserved (0) 94 Applcation Deszription » |9 SevOne Inc (27207) 4323 WanPath Source -
Top Convers... 1P Reports [~ B [ Sevaine I (27207) 45004 Appication Directon « | ? SevOne Inc (27207) 4332 WenPath Destination =
Top Coners..._ 1P Reports [N [ Reserved (0) 374 Applicaion Growp 9 seoneInc27207) 4353 Tunnel
Top oestiat.. tetveri e B ? ciscosystems (9) 12235 Applcation HTTP Host ) SevOne Inc (27207) 45008 Flow Direction-1
Top Destinat.. Network Re. = - -
Top Fiows Avolcation g: b «ciscoSystems (9) §357 Application HTTP URI Statistics. e Reserved (0) 8 Source IF
TopRiane s Appicaton B T ‘SevOne Inc (27207) 45011 Application ID. L' Reserved (0) 12 Destination 1P
Top Flows wi...  Application g: - _—
— B Il
Top Flons wi.. QoS Reports  Yes = srver - = Deiete

+ To check the incoming flows on port 9992, you can execute the following command on the system where Flow Augmentor is

deployed.

$ tcpdump port

(@ [Ifyoudo notsee any incoming data as the output of this command, the flows are not subscribed to the
machine. If the flows are already subscribed to the machine, please check the firewall settings on the

machine to expose 9992 port.
Press Ctrl + C to exit the command.

+ Tocheckif flows are received by the system, go to Administration > Flow Configuration > Flow Interface Manager. You should
be able to see your devices. The incoming flows can be checked in the Total Flows column.

=SevOne

Reports

Flow Interface Manager

Events

Applications Devices Administration

Sevone « Logot + U A ?

Los-Angeles:Sevone

Controller:Sevone

[Bosv | [3]Stats - | Display: [AllSources < ]| Q, Search - [Search x
10264103 Oper sec 2 [ R Sevone Appiance
222z 344 per/sec s T o Sevone Applance

& Tyou donotsee any data in the Flow Interface Manager, there are no flows subscribed to the machine.

Verify the flows via Flow Falcon Report. Go to Applications > FlowFalcon Reports.
« Under Resources tab, select the device, interface and direction if required. Click on Add Resource.
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+ Under Report Settings tab, select Aggregated Data as No and View as SDWAN:Versa:AugmentedFlow. In order to get
aggregated flows, select Aggregated Data as Yes. You might have to wait for some time for flows to get aggregated by

DNC.

Dﬂo\nﬂlwnl!apom

There are currently no records.

Get Results

0 record » 0 selected

(¥ Resources
Resource Type: interfaces =
Device: | Controller:SevOne (172.21.42.42) [v10] =
Interface: | Al interfaces -
Direction: | Al Directions -
Add Resource
FPRT— e | oiectin
O Contraller::SevOne (172.21.42.42) [v10] Al Interfaces All Directions
1 record = 0 selected
Report Settings
Aggregated Data: - No ¥
Miew: | spwWANMersa:AugmentedFlow -
Time Span:  Past 4 Hours ¥
Time Zone:  Mew York GMT-5 %
Split: Mothing B
Metwiork Segment: | (none selected) -
Graph Other:  Yes El
(® Advanced Report Settings
(¥ Resolution Settings
(¥ Display Settings
(¥ Filters
Filter: | new Filter -
Add Rule To Filter Sawe Filter Save Filter As New Delete Filter Clear Filter
(WM Field |  Boolean |  Operator |  FirstVawe | SecondVae [  submet |

+ Click on Get Results to generate the FlowFalcon Reports. You should be able to see the flows.

=

L EEEEEEE]

domo-versa-controter0T sevitabnet  unkoown_ sl networkng
0 e et i) et

Conlroller:ptv-026  Los-Angeles:vn-0/0.0

@ I t-demo-versa-controler01 sevia.net unknown.ss! pey S ety
@ [ thdomo-versa.controlerd! sevitabnet unknown ssi  networing poomchips  fobe  Contollrphi22 NewYorkni0/i0
Hdemo-versa-controlerD.sevilab.et unknown sl networking pesynchips  fobe  Conboler:phi0Z2 Newdorkn0t0
@ [ tdomo-versa.controlerdtscutabnet unknown sl networing posmchips  fobe  Contolermi022 NewYorkni0/i0
tdemo-versa-controler0 sevitab.net  unknown_ssl  networking posynchitps  febe Conlollr:phi022 NewNork:vnia/.0

@ Il t-domo-versa.conroler0 sovitabinet unknown_ssl  networking poynchitps  fobe  Conioler:pi06 Los-Angeles:iOit.0
@ __ itdemo.versa-contrler01 sevilabnet  unknown_ssl  natworking posynchtps  fobe  Conboler:phi0Z2 NewNork:ni0it0
O e e e poomchips  fobe  Contiolerphi022 NewYorkanio/i0
@ [l t-demo-versa-controler01 sevilabnet.unknown_ssl  networking posynchtps  fobe  Conboler:phi0Z5 Sealtervni000

@ I t-demo-verss-conrolerdt sevtabnet unrown sl networing posmchips  fobe  Contilerphi025 Seatieni00.0

@ [l tdemo-versa-contrler01 sevilab.net unknown sl networking pesynchips  fcbe  Conboler:phi0Z5  Seatervni000

@ [l tdomo-versa.controlerd!sculabnet unknown sl networing posynchips  fobe  Conroler:phi026 Los-Angeles:nl0it0
@ [ tdomo-versa-contrlerd1 sevilab.net unknown sl networking penchiips  febe  Conlollr:phi026  Los-Angeles:vniO/l 0
] I tdomo-versa-controler0tsevlabiet unknown_ssl  netwerking posnchips  fobe  Contiolecpivi026 Los-AngelesyniOit0

pesynchtips  fe_be

g
£
H
b
i
:

networking posynchips  fobe  Controler:phii0i26 Los-Angeles:vni0it.0
networking pesynchips  fobe  Cont Los-Angeles:ni0/1.0
networking posynchips  fcbe  Controler:phii0i26 Los-Angeles:vni0i00
networking pesynchips  fobe  Conioller:phi026  Los-Angeles:vni0/00.
netwrking posynchitps  fcbe  Controler:phi0i26 Los-Angeles:vni0i00
netwerking pesynchitps  fobe  Contollr:phi026  Los-Angeles:vii0/00.
networking poynchips  fobe  Controler:phi025 Seatte:vn-0n.0
networing pesynchtips  febe | Conroller:phvi0Z5  Seattie:vi00.0
networking posynchips  fcbe  Controler:ptii0/25 Seatte:vni-0Nn.0

10264.103 o
S e P n-:symmn- I (N b s
10001 10264102 51004 pesmohts  TCP 0 102 1030
10001 10264102 51004 posmohtps  TCP 0 102 1030
10001 10264102 36317 pesmchts TP 0 102 1030
10001 10264102 36317 pesnchtps  TCP 0 1032 1030
10001 10264103 53425 pesnchts TP 0 102 1030
10001 10264102 5644 pesmchtps  TCP 0 102 1030
10001 10264102 56448 pesmohtps  TCP 0 102 1030
10001 10264101 57318 pesmchtps  TCP 0 102 1030
10001 10264101 33441 pesmonts  TCP 0 102 1030
10001 10264101 33441 posmchtps  TCP 0 102 1030
10001 10264103 48134 pesmchtps TP 0 102 1030
10001 10264103 48134 posnchtps  TCP 0 102 1030
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A 't might take some time to process and show Versa flows on the Flow Falcon Report. Also, please make
sure that the flows are directed to the Flow Augmentor machine on port 9992. Please refer to Versa
Analytics Log Exporter section above for more information on configuration of flows from Versa Analytics.
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4 Object Type Indicator Optimization

® + kbps =kilobits per second

« m=minutes

+ mbps = megabits per second
+ ms=milliseconds
+ sec =seconds

« #=number
» % = percent

« default = Indicator is reported by default but can be turned off using the required config flags.

« mandatory = Indicator is always reported and cannot be turned off.

« optional = Indicator is not reported by default but can be turned on using the required config flags.

for Viptela

Indicators

SD-WAN Interface Object

bw_down

bw_up

interface_speed

oper_status

rx_drops

rxX_errors

rx_kbps

tx_drops

Units

mbps

mbps

mbps

kbps

Description

Indicates the capacity of down
link to transmit maximum amount
of data per second.

Indicates the capacity of up link to
transmit maximum amount of
data per second.

Indicates the rate of data flowing
through the interface.

Indicates the operational state of
the interface.

Indicates total number of
dropped packets through the
interface.

Indicates total number of error
packets received through the
interface.

Indicates total number of kilobits
received in a second through the
interface.

Indicates total number of
dropped transmitted packets
through the interface.

Indicator Type

optional

mandatory

mandatory

mandatory

mandatory

mandatory

mandatory

mandatory

Controlled by Flag

n/a

n/a

n/a

n/a

n/a
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Indicators

tx_errors

tx_kbps

availability

down_capacity_percent

up_capacity_percentage

tX_pps

X_PpSs

total_mbps

rx_octets

tx_octets

rx_pkts

tx_pkts

Units

kbps

%

%

%

mpbs

bytes

bytes

SD-WAN Interface Queue Object

tx_octets

bytes
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Description

Indicates total number of
transmitted error packets through
the interface.

Indicates total number of
transmitted kilobits in a second
through the interface.

Indicates availability of an
interface over a period of time.

Indicates percentage amount of
utilized down-link capacity.

Indicates percentage amount of
utilized up-link capacity.

Indicates total number of
transmitted packets per second
through the interface.

Indicates total number of received
packets per second through the
interface.

Indicates total number of
megabits transffered per second
through the interface.

Indicates total number of bytes
received through the interface.

Indicates total number of
transmitted bytes through the
interface.

Indicates total number of packets
received through the interface.

Indicates total number of
transmitted packets through the
interface.

Indicates total number of
transmitted bytes at given time.

Indicator Type

mandatory

mandatory

mandatory

optional

optional

optional

optional

optional

default

default

optional

optional

default

Controlled by Flag

n/a

n/a

n/a

collectorConfig.vendor filtere
d_indicators_list

collectorConfig.vendor filtere
d_indicators_list

collectorConfig.vendor filtere
d_indicators_list

collectorConfig.vendor filtere
d_indicators_list

collectorConfig.vendor filtere
d_indicators_list

collectorConfig.vendor.disab
le_collect_octets

collectorConfig.vendor.disab
le_collect_octets

collectorConfig.vendor.disab
le_collect_packets

collectorConfig.vendor.disab
le_collect_packets

collectorConfig.vendor.disab
le_collect_octets
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Indicators

queued_octets

drop_octets

tx_pkts

queued_pkts

drop_pkts

SD-WAN Tunnel Object

jitter

latency

loss_percentage

rx_utilization

tx_utilization

availability

transitions

Units

bytes

bytes

ms

ms

%

%

%

%
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Description

Indicates number of queued bytes
at given time.

Indicates total number of
dropped bytes at given time from
the queue.

Indicates total number of
transmitted packets at given time.

Indicates number of queued
packets at given time.

Indicates total number of
dropped packets at given time
from the queue.

Indicates variation in latency at
given time.

Indicates delay in transmitting
data from one end to another end
of tunnel.

Indicates packet loss in
percentage with respect to total
amount of packets sent.

Indicates percentage utilization of
down link tunnel capacity.

Indicates percentage utilization of
up link tunnel capacity.

tx_utilization = (((tx_octets * 8 /
1000000) / (queryInterval *
source_interface_speed)) * 100

where, queryInterval =
collectorConfig.vendor.tunnel_sta
t.default_query_interval

Indicates availability of a BFD
session over a period of time.

Indicates number of transitions of
a BFD session over a period of
time.

Indicator Type

default

default

optional

optional

optional

mandatory

mandatory

mandatory

mandatory

mandatory

optional

optional

Controlled by Flag

collectorConfig.vendor.disab
le_collect_octets

collectorConfig.vendor.disab
le_collect_octets

collectorConfig.vendor.disab

le_collect_packets

collectorConfig.vendor.disab
le_collect_packets

collectorConfig.vendor.disab
le_collect_packets

n/a

n/a

n/a

n/a

n/a

collectorConfig.vendor.disab
le_bfd_sessions_stat

collectorConfig.vendor.disab
le_bfd_sessions_stat
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Indicators

destination_interface_sp

eed

loss

source_interface_speed

total_utilization

rx_octets

tx_octets

rx_pkts

tx_pkts

sla_state_<dynamic
name>

sla_state_<dynamic
name>_Normal

sla_state_<dynamic
name>_Degraded

sla_state_<dynamic
name>_No Viable

Units

mbps

mbps

%

bytes

bytes
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Description

Indicates the rate of data flowing
through the destination interface.

Indicates total number of packets
lost at given time.

Indicates the rate of data flowing
through the source interface.

Indicates total percentage
utilization of tunnel capacity.

Indicates total number of received
bytes by destination interface at
particular time.

Indicates total number of
transmitted bytes by source
interface at particular time.

Indicates total number of received
packets by destination interface
at particular time.

Indicates total number of
transmitted packets by source
interface at particular time.

One indicator per SLA class
defined in vManage policy.

Indicates the state of SLA class in
use in the tunnel at the instant (it
issentonly

if
collectorConfig.vendor.number_o
f_sla_indicators_to_create is set
to true-1).

Three indicators (Normal,
Degraded, and No Viable) per SLA
class defined in vManage policy.

Indicates the state of SLA class in
use in the tunnel at the instant (it
is sent only

if
collectorConfig.vendor.number_o
f_sla_indicators_to_create is set
to true-3).

Indicator Type

optional

optional

optional

optional

default

default

optional

optional

optional

optional

Controlled by Flag

collectorConfig.vendor filtere
d_indicators_list

collectorConfig.vendor filtere
d_indicators_list

collectorConfig.vendor filtere
d_indicators_list

collectorConfig.vendor filtere
d_indicators_list

collectorConfig.vendor.disab
le_collect_octets

collectorConfig.vendor.disab
le_collect_octets

collectorConfig.vendor.disab
le_collect_packets

collectorConfig.vendor.disab
le_collect_packets

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate
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cpu_utilization

disk_utiization

memory_utilization

availability

reachability

Self-monitoring Indicators

CPU usage user

CPU usage system

Memory usage

REST API Transport

Data Messages sent

Messages sent

4.2 forVersa

%

%

%

%

sec

sec

bytes
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SD-WAN Device Health Object

Indicates the percentage usage of
device cpu.

Indicates the percentage usage of
device disk.

Indicates the percentage usage of
device memory.

Indicates availability of a device
over a period of time.

Indicates reachability of a device
over a period of time.

Indicates the usage by collector of
device cpu.

Indicates the system usage by
collector of device cpu.

Indicates the memory usage by
the collector.

Indicates the data messages sent
by the collector using the REST
API transport.

Indicates the messages sent by
the collector using the REST API
transport.

mandatory

mandatory

mandatory

mandatory

mandatory

optional

optional

optional

optional

optional

n/a

n/a

n/a

n/a

n/a

collectorConfig.vendor filtere
d_indicators_list

collectorConfig.vendor filtere
d_indicators_list

collectorConfig.vendor filtere
d_indicators_list

collectorConfig.vendor filtere
d_indicators_list

collectorConfig.vendor filtere
d_indicators_list

SD-WAN Interface Object

bw_down

mbps

Indicates the capacity of down
link to transmit maximum
amount of data per second.

mandatory

n/a
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Indicators

bw_up

interface_speed

rx_errors

rx_kbps

tx_errors

tx_kbps

tx_pps

X_Pps

total_mbps

rx_octets

tx_octets

rx_pkts

tx_pkts

Units

mbps

mbps

kbps

kbps

mbps

bytes

bytes
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Description

Indicates the capacity of up link
to transmit maximum amount of
data per second.

Indicates the rate of data flowing
through the interface.

Indicates total number of error
packets received through the
interface.

Indicates total number of kilobits
received in a second through the
interface.

Indicates total number of
transmitted error packets
through the interface.

Indicates total number of
transmitted kilobits in a second
through the interface.

Indicates total number of
transmitted packets per second
through the interface.

Indicates total number of
received packets per second
through the interface.

Indicates total number of
megabits transferred per second
through the interface.

Indicates total number of bytes
received through the interface.

Indicates total number of
transmitted bytes through the
interface.

Indicates total number of packets
received through the interface.

Indicates total number of
transmitted packets through the
interface.

Indicator Type

mandatory

mandatory

mandatory

mandatory

mandatory

mandatory

optional

optional

optional

default

default

optional

optional

Controlled by Flag

n/a

n/a

n/a

n/a

n/a

n/a

collectorConfig.vendor filter
ed_indicators_list

collectorConfig.vendor filter
ed_indicators_list

collectorConfig.vendor filter
ed_indicators_list

collectorConfig.vendor.disa
ble_collect_octets

collectorConfig.vendor.disa
ble_collect_octets

collectorConfig.vendor.disa
ble_collect_packets

collectorConfig.vendor.disa
ble_collect_packets
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Indicators Units

SD-WAN Interface Queue Object

tx_octets bytes

drop_octets bytes

SD-WAN Tunnel Object

jitter ms
latency ms
loss_percentage %
rx_utilization %
tx_utilization %

destination_interface_spe ~ mbps
ed

loss #
source_interface_speed mbps
total_utilization %
rx_octets bytes
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Description

Indicates total number of
transmitted bytes at given time.

Indicates total number of
dropped bytes at given time from
the queue.

Indicates variation in latency at
given time.

Indicates delay in transmitting
data from one end to another
end of tunnel.

Indicates packet loss in
percentage with respect to total
amount of packets sent.

Indicates percentage utilization
of down link tunnel capacity.

Indicates percentage utilization
of up link tunnel capacity.

tx_utilization = (((tx_octets * 8) /
1000000) /
(source_interface_speed)) * 100

Indicates the rate of data flowing
through the destination interface.

Indicates total number of packets
lost at given time.

Indicates the rate of data flowing
through the source interface.

Indicates total percentage
utilization of tunnel capacity.

Indicates total number of
received bytes by destination
interface at particular time.

Indicator Type

default

optional

mandatory

mandatory

mandatory

mandatory

mandatory

optional

optional

optional

optional

default

Controlled by Flag

collectorConfig.vendor.disa
ble_collect_octets

collectorConfig.vendor filter
ed_indicators_list

n/a

n/a

n/a

n/a

n/a

collectorConfig.vendor filter
ed_indicators_list

collectorConfig.vendor filter
ed_indicators_list

collectorConfig.vendor filter
ed_indicators_list

collectorConfig.vendor filter
ed_indicators_list

collectorConfig.vendor.disa
ble_collect_octets
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Indicators

tx_octets

tunnel_sla_degradation

forwarding_class_network
_control

forwarding_class_best_eff
ort

forwarding_class_expedite
d_forwarding

forwarding_class_assured
_forwarding

Units

bytes

%

#
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Description

Indicates total number of
transmitted bytes by source
interface at particular time.

Indicates degradation in the used
SLA class in the tunnel over time.
NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-1.

Indicates whether SLA class in
use in the tunnel at the instant is
network control.

NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-1.

Indicates whether SLA class in
use in the tunnel at the instant is
network control.

NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-1.

Indicates whether SLA class in
usein the tunnel at the instant is
expedited forwarding.

NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-1.

Indicates whether SLA class in
usein the tunnel at the instant is
assured forwarding.

NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-1.

Indicator Type

default

default

default

default

default

default

Controlled by Flag

collectorConfig.vendor.disa
ble_collect_octets

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate
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Indicators

forwarding_class_network
_control_normal

forwarding_class_network
_control_degraded

forwarding_class_network
_control_no_viable

forwarding_class_best_eff
ort_normal

forwarding_class_best_eff
ort_degraded

Units

%

%

%

%

%
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Description

Indicates whether SLA class in
use in the tunnel at the instant is
network control is normal.

NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-3.

Indicates whether SLA class in
use in the tunnel at the instant is
network control is degraded.

NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-3.

Indicates whether SLA class in
use in the tunnel at the instant is
network control is no viable.

NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-3.

Indicates whether SLA class in
use in the tunnel at the instant is
best effort is normal.

NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-3.

Indicates whether SLA class in
use in the tunnel at the instant is
best effort is degraded.

NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-3.

Indicator Type

default

default

default

default

default

Controlled by Flag

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate
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Indicators

forwarding_class_best_eff
ort_no_viable

forwarding_class_expedite
d_forwarding_normal

forwarding_class_expedite
d_forwarding_degraded

forwarding_class_expedite
d_forwarding_no_viable

forwarding_class_assured
_forwarding_normal

Units

%

%

%

%

%
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Description

Indicates whether SLA class in
use in the tunnel at the instant is
best effort is no viable.

NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-3.

Indicates whether SLA class in
use in the tunnel at the instant is
expedited forwarding is normal.

NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-3.

Indicates whether SLA class in
usein the tunnel at the instant is
expedited forwarding is
degraded.

NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-3.

Indicates whether SLA class in
use in the tunnel at the instant is
expedited forwarding is no
viable.

NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-3.

Indicates whether SLA class in
use in the tunnel at the instant is
assured forwarding is normal.

NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-3.

Indicator Type

default

default

default

default

default

Controlled by Flag

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate
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Indicators Units

forwarding_class_assured %
_forwarding_degraded

forwarding_class_assured %
_forwarding_no_viable

SD-WAN Device Health Object

cpu_utilization %
disk_utiization %
memory_utilization %

Self-monitoring Indicators

CPU usage user sec
CPU usage system sec
Memory usage bytes

REST API Transport

Data Messages Sent #
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Description

Indicates whether SLA class in default
use in the tunnel at the instant is
assured forwarding is degraded.

NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-3.

Indicates whether SLA class in default
use in the tunnel at the instant is
assured forwarding is no viable.

NOTE: Sent only

if
collectorConfig.vendor.number_
of_sla_indicators_to_create is
set to true-3.

Indicates the percentage usage mandatory
of device cpu.

Indicates the percentage usage mandatory
of device disk.

Indicates the percentage usage mandatory
of device memory.

Indicates the usage by collector optional
of device cpu.

Indicates the system usage by optional
collector of device cpu.

Indicates the memory usage by optional

the collector.

Indicates the data messages sent  optional
by the collector using the REST
APl transport.

Indicator Type

Controlled by Flag

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate

collectorConfig.vendor.num
ber_of_sla_indicators_to_cr
eate

n/a

n/a

n/a

collectorConfig.vendor filter
ed_indicators_list

collectorConfig.vendor filter
ed_indicators_list

collectorConfig.vendor filter
ed_indicators_list

collectorConfig.vendor filter
ed_indicators_list
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Messages Sent Indicates the messages sent by optional collectorConfig.vendor filter
the collector using the REST API ed_indicators_list
transport.
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